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CnUCcoK coKpaleHumn

CokpaweHue Pacwundposka
AID Application Identifier - Homep NAaTEXHOro NPUNOKEHUA
CVM Cardholder Verification Method — metog naeHTUdUKaLUM
B/lagenbLa KapThl
Dynamic Data Authentication - meTog npoBepKu
DDA nermnTMmHoctTM EMV-KapTbl, OCHOBaHHbIN Ha ANHAMWYECKNX
OAHHbIX
EMV Europay + MasterCard + VISA — mexkayHapoA4HbIM cTaHAapT
AnA onepauunim no 6aHKOBCKMM KapTam € YMnamu
DDA fast Dynamic Data  Authentication -  6bicTpbin
AVNHAMUYECKUN MeTOoA ayTEHTUDUKaLMM
MCC Merchant Category Code
Static Data Authentication — meTos  npoBepku
SDA nermtumHoctm EMV-KapTbl, OCHOBaHHbIA Ha CTAaTUYECKUX
OAHHbIX
Test Environment Interface - wuHTepdenc TecToBOro
TEI OKPYKEHME - KOPOTKOE Has3BaHue npuaoxeHua "L2 Test

Environment"

TQ

Terminal Transaction Qualifier
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AHHOTaUMA

[JaHHbIN  AOKYMEHT COAEpPXUT onucaHne OGYHKLUMOHANbHbBIX XapaKTepUCTUK
nporpammHoro obecneyeHnsa cornacHo cneunduKkaumm OECKOHTAKTHOro MNIATEXHOro
A4pa NNaTéxXHoM cuctembl "Visa".
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1. O6bwue cBegeHunn

MporpammHoe obecnevyeHne yCcTpPomMcTBa ANs paboTbl C 6ECKOHTAKTHLIMUM KapTamu
nnaTéxHon cuctembl "Visa" (manee agpo "Visa") cootsetctByeT p[0KymeHTy "Visa
Contactless Payment Specification (VCPS)", Bepcuu 2.2.

Ona pabotbl ¢ agpom "Visa" Heobxogmmo npenBapuTeNIbHO CKOMMUAMPOBATH,
cobpaTtb ero nog onpeaenéHHyl annapatHyi naatopmy M ycTaHOBMTL. [pouecc
c60pKM M ycTaHOBKKU MO nexunT 3a paMmKamum 3Toro AokymeHTa. lNoapasymeBaeTcs, 4YTo
annapatHaa nnatdopma, Ha KOTOpPOe MPOU3BOAMTCA  YCTAHOBKa, o0bnapgaer
HeobxoAuMbIM GYHKUMOHANOM peanu3aunm ¢usmyeckoro ypoBHsA npoTokona ISO/IEC
14443(A/B), apyrMmmn cnoBamu, AONXKHa MMETb B CBOEM cocTaBe mukpocxemy NFC. Ana
yNpoLweHnsa 34ecb U ganee npeanaraeTca Has3blBaTb TAKyl annapaTHyro naathopmy
PUAEPOM USIN YCTPOUCTBOM.

Ona ynpaBneHua pugepom M obmeHa AaHHbIMKM C PUOEPOM AOSKEH ObiTb
pa3paboTaH NPOTOKO/, peanusyowmnii Habop HeobxoaMMbIX KOMaHA, ANA 3KCNayaTauum
GYHKUMI NporpammHbIX MoAynei, YCTAaHOBAEHHbIX Ha puAep, B YaCTHOCTM OAHUM U3
TaKMX moaynen gomKHo bbiTb Aapo "Visa".

Ona  ynpaBneHuAa puagepom no paspaboraHHOMYy npoToKoNy Heobxogmma
peanus3ayma TaK Has3blBaemMol TEePMWHANbHOW MNpOrpammbl UAKM TepmuHanbHoro MO,
KOTopoe MOeT OblTb YCTaHOBNEHO Ha Apyroe YCTPOMCTBO WU  OCYLLECTBAATb
B3aMMOZAENCTBUE C PULEPOM B aBTOMATUYECKOM pexxume, 1nb6o Takoe MO mMoxKeT ObITb
BbINO/NHEHO B BWAE NMPOrpaMmbl KaK C rpaduyeckmm umHtepdenicom, Tak u 6e3 Hero,
yCTaHOB/IEHHOM Ha M2BM un paboTalowei No KOMaHZaM UAN MAaHUNYAALMAM YenoBeKa-
onepartopa.

B paHHOM [OOKymMeHTe npeanaraetcs onucaHue 3skcnayataumm sgpa MC no
BTOPOMY BapuaHTy, r4e B KayecTBe TepMWHanbHOro MO BbICTynaeT MNpUOXKeHUe C
rpapuyeckum nHTepdencom, KoTopoe yctaHaBnamBaeTca Ha MIBM. MpunoxkeHne 6bino
pa3paboTaHo Ansa cepTuduKaumm B oAHOM M3 nabopatopuin komnaHum EMVCo, no
TpeboBaHMAM K aTomy MO nHTepdenc NPUIOKEHUA - aHIIMACKMIA. B KayecTBe npumepa
annapatHou nnatpopmbl B AAaHHOM AOKymeHTe byaet paccmoTtpeH puaep "BCAM-01",
pa3paboTaHHbIM poccuiickon KomnaHuenr OO0 "CoumanbHble cuctembl". poToKon
obmeHa u ynpasnexHunsa "BCAM-01" - PB3P, pa3paboTaHHbiii Takxke OO0 "CoumanbHbie
cuctembl”.

1.1. Tpe6oBaHUA K NPOrpamMmMHbIM U TEXHUYECKUM CpeaCcTBaM
[Ona pabotbl ¢ agpom "Visa", rae TepMUHaNbHON NPOrpamMmon ABASIETCA NMPUNOXKEHUE,

ycTaHoB/ieHHoe Ha [3BM, u ¢ BbibpaHHOM annapatHon nnatdopmon "BCAM-01"
TpebyeTca:
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- MHCTpYMeHTanbHaA MI3BM nog ynpasneHnem OC Windows, Bepcum He HUXKe 8, ¢
ycTaHoB/ieHHOM Ha M3BM nporpammon "L2 Test Environment" (ganee TEl), Bepcumn He
Huxe 1.2.0;

- yctpouncteo "BCAM-01" c 3arpy*keHHOM Ha Hero pabouyen nporpammoin, BEPCUM
He HUKe 2.5.1, c moaynem agpa "Visa", Bepcun He HMKe 1.0.0; ycTpoicTBO A0MKHO bbITb
noakntoyeHo K MIBM no USB-kabento;

- GaHKOBCKAA KapTbl, BbINyWeEHHAsas C npuaoxeHnem Visa, ¢ OECKOHTAKTHbIM
nHTepdencom.

1.2. Hauano pa6ortbl

Ona Hayana pabotbl Tpebyetca 3anyctutb npunoxkenue TEI, OTKpbITb BKAAAKy
'Settings', BbI6paTb NOPT, KOTOPbIA HAa3HA4YeH ANA puaepa, HaxkaTb Ha GOopmMe KHOMKY
'‘Open'. NMpunoxeHne TEl oTKpoeT nopT, aBToMmaTMyeckn onpocut Bepcum MO puaepa m
BbiBeAeT ux B none 'Versions' (pucyHok 1).

© L2 Test Environment v1.2.0, Social systems Ltd = =
About  Change Log

Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDU Log | CRL MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

Port Settings

Log Settings
COMa Get From Reader
[]aPDU Log Tag Log
L race Apply Settings
Visa Kernel
[vcTks
Close [vcas

Other

Versions Palling Time [sed: |0 (%

PCD-ID: BCAM-01, v.1.00 -~ ot

Analog firmware: BCAM-01_hw, v.0.1 Utcome messages

Digital firmware: BCAM-01_fw, v. 1.01 Sounds

Application Selection Mechanism: Epoint, v, 1.00

Visa Application Name: ¢3_kernel [ wait for the issuer answer

Visa Application Version: 1.00

visa Application Kernel Checksum: 0x8230ee43 [Iremaval Enabled

Mastercard contactless kernel: C2_2_10, v.1.0

Mastercard contactiess application: MfA Special mode

Operating system: MNJA =

Build/firmware: SocSys_BCAMO1_32mk, v, 1.0.3 Timeout [sec]: 2 =

Test application: xch, v.1.00

Test configuration data sets: MCL v3.1.4 TAL2-
Testing Env, v, 1.00

MIR contactiess kernel: cSmir, v.1.0.1

MIR specification version: v.2.3.0

Operating system name: xch_st_machine
(Exchange State Machine)

Operating system version: 1.00

L1 module v, 1.0.1 Carrior ON

TEL L2 Test Environment v, 1.2.0 b4
Get Versions Carrior OFF
- 158:36,066: Success: ort was opened: 8-N- 5 -
[pata 04-05-2023 15:58:35.066: S COM port pened: 8-N-1 115200 bp:

04-05-2023 15:58:36.073: T —»R (13)

0 04-05-2023 15:58:36.325: T >R (13)
SPaces | 04.05-2023 15:58:36.327: R —> T (702)

04-05-2023 15:58:36,329: OK

04-05-2023 15:58:36.930: R —=T (19)
Clear log 04-05-2023 15:58:36.932: OK
W

PucyHoK 1 - Hayano paboTbl, OTKpbITUE NOPTa.
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2. DyHKUUOHA/IbHbIE XapaKTepUCTUKKU agpa "Visa"
2.1. Hactpoiiku agpa "Visa"

ApxuTeKTypa nporpammHoro obecneyeHuna agpa "Visa" nossonsert:

- BBOAMTb HACTPOMKM KaK ANA OTAENbHbIX NAATEXHbIX npunoxeHui (AID), Tak m
ONA TPYNNbl NAATEXKHbBIX NPUOKEHUN;

- BBOAUTb HAaCTPOMKM ANA KaXKA0ro TMNa NoaaepKMBaemMblx onepauummn;

- ana onepauymin "Purchase", "Manual cash" npegycmoTpeHbl HACTPOMKU NAMMNTOB
n 6esonacHocTn Ana BapuaHToB onepauum ¢ "Cashback" n 6e3 Hero.

MNoaaeprknBatoTca cneayrowme HaCTPOMKK AApa:

- TMN TepMmuHana (Terminal Type);

- Kog, cTpaHbl TepmuHana (Terminal Country Code);

- HACTPOMKM BO3MOXKHOCTel TepmuHana (Terminal Capabilities);

- NOMNONIHUTE/IbHbIE HACTPOMKM BO3MOXKHOCTEN TepmuHana (Additional Terminal
Capabilities);

- HACTPOMKM orpaHmyeHni (Processing Restrictions Options);

- HAaMMeHOBaHMe KaTeropun Toukun npoaak (Merchant Category Code - MCC);

- noAAeprKMBaemas Bepcus NIaTEXKHOro npuaoxkenua Kaptbl (Application Version
Number);

- CYMMa TpaH3aKuuMKW, Npu NpeBbileHMn KoTopoi (M npu oTcytctBum Reader
Contactless Floor Limit) TpebyeTtca oHnalH-aBTOpM3aumna (Floor Limit), ykasbiBaeTca ans
onepauuni ¢ "Cashback" n 6e3 Hero;

- CYMMa TpaH3aKLMK1, NPy NpeBbilUEHUN KOTOPON TpebyeTca oHNaMH-aBTOpPM3aLUA
(Reader Contactless Floor Limit), ykasbiBaetca gna onepauymin ¢ "Cashback" v 6e3 Hero;

- CyMMa TPaH3aKLUMUKM, NpU AOCTUXKEHUM UM NPEBbILEHNN KOTOPOM TPaH3aKLUMA
OTKNOHAETCA WAM npegnaraeTca MCNonb3oBaTb Apyro WuHTepdenc pugepa (Reader
Contactless Transaction Limit), yka3biBaeTca ans onepauuii ¢ "Cashback" n 6e3 Hero;

- CyMMa TPaH3aKUWMK, NPU OOCTUKEHUM WAM NPEBbLIWEHUM KOTOpOM Tpebyetca
npoBepKa aepartena KapTol (Reader CVM Required Limit), ykasbiBaeTca ans onepauum c
"Cashback" n 6e3 Hero;

- HaCTPOWMKM ynpaBneHua puckamu (Reader Risk Parameters), ykasbiBaetca gnd
onepaumii ¢ "Cashback" n 6e3 Hero;

- KBannoukatop tepmuHana (Terminal Transaction Qualifier - TTQ), yka3biBaeTca
ana onepauun ¢ "Cashback" n 6es Hero;

- BblbOp noBeAeHWA TepMMHaNa NpuM NPOBEPKe CTaTyca C HyneBOW CYMMOM
(Amount, Authorized of Zero Check: Option 1/Option 2).

Ona peanusaumm paHHoro ¢yHKUMOHana B npunoxkeHun TEI npegycmoTpeHsbl
3fIeMeHTbl ynpaBneHua. na 3agaHna HacTpoek sapa "Visa" cneayet oTKPbITb BKAAAKY
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'Entry Point'. B neBoi yactu okHa, B cekuuun 'Processing Configuration', nobasutb AlP
(Homep npunoxkenusn) 'AO00000003', HaxaB Ha KHoNKy 'Add'. B npaBoit 4yacTtn, B cekumm
'EP configuration', no6aBuTb 3anucb ¢ HacTpolKamu (KHonka 'Add'), uameHutb none
'‘Kernel ID', KnukHyB Ha none u BblbpaB M3 cnucka anemeHT 'C-3 VISA', cnesa ot
CO34aHHOM 3anncK HaxKaTb Ha 'Edit..." (pucyHOoK 2). OTKpoeTca ¢opma, B KOTOPOI MOKHO
BBOAWUTb 00603HAYEHHble B JAHHOM MYyHKTE HAaCTPOMKU (PUCYHOK 3), B KOHLLE U3MEHEHUN
cneayeT HaxaTb KHOMKy 'Accept’.

© L2 Test Environment v1.2.0, Social systems Ltd = =
About Change Log
Settings | Entry Peint | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDULog | CRL | MIR Kernel | VCAS | Mifare 1k | Ftl Loader | L1DTE

Processing configuration EP configuration
Processing file: |_MIR_VISA\SOCSYS_PROCESSING_MIR_MC_VISA EP File: |D:\work\EMYCo'\L2_operator_app\Data'EP\SocSys__MC_MIR_VISAVSOCSYS_EP_MC_MIR_VISA
ATD: Add Add Kernel ID AIDM  Transaction Type Data Object
Del 1| anoooooooz Del Edit... C-3VISA il : PURCHASE (0x00) 9F3501229F 1A0206439F 660
Up Up
Down Down
Load Load
Get From Reader Get From Reader
Save As Save As
Send Send
AADCFA4B0E 1C21CC29A8591183COEFS3DFDDA1CEEARF330 Data Object: | 9F3501229F 1A0206439F660420004000DF 300 1F8DF3201029F 1804000000000F 230500000003000
74F05A000000003 [Ispaces 0DF24060000000300000F 2606000000030000

EP File Data: | AA20232DDBFBD38974FCAF2CA730E 2735336 3C 3884FF 3543DF0E03030 100DFOF 3A5F 350 1220F 1A
0205438F660420004000DF 300 1FBDF 320 1029F 180400000000DF 2305000000030000DF 240600000
0030000DF 2606000000030000

Data size: 31/3068 File size: 91/6140

DData 06-05-2023 19:03:46.966: Success: COM port was opened: 8-N-1 115200 bps ~
05-05-2023 19:03:46.971: T —>R (13)
D 06-05-2023 19:03:47.222: T —> R (13)
SPaces | 05.05-2023 19:03:47.22% R > T (702)
06-05-2023 19:03:47,226: OK
06-05-2023 19:03:47.827: R —>T (19)
Clear log 05-05-2023 19:03:47.829: OK

]

PucyHok 2 - lobaBneHune nogaepxmaemoix AID n HacTpoek ana AID.
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© PayWave Entry Point i
Terminal
Terminal type 2 hd [IMessage hold time 000000
Terminal country code 0643

[ Application version number o000

[[] Terminal capabilities [ ]Processing restrictions options

Additional terminal biliti
[ Additional terminal capabiities [CIMerchant Category Code (MCC)

Limits {without Cashback) Limits (with Cashback)

Floor limit a = [ Floor limit =
Reader Contactless Floor Limit 000000030000 []Reader Contactless Floor Limit

RCTL 000000030000 Orcn

Reader CWM Required Limit 000000030000 [ reader CVM Required Limit 000000000000

Without Cashback With Cashback

Reader Risk Parameters F& Edit... [ Reader Risk Parameters Ed
Status zero amount allowed flag v [ status zero amount allowed flag Mot allowed (0x00)
Terminal transaction qualifier 20004000 Edit. .. [] Terminal transaction qualifier 0 Ed
Expired cards

[] Allow Expired Card (AEC) [] Threshold Application Expiration Date (TAED) 000000

Other TLVs

Accept Cancel

PucyHok 3 --HaCTpOl\/'IKM H6eckoHTaKTHOro sgpa "Visa'.
2.2. MoppepkuBaemblie onepayum

MoaaepKuBaoTca cneayrowme Tunbl onepaumin:

- onnarta ToBapa/ycayru ¢ ucnonb3oBaHMEM KapTbl - Purchase;

- Bbl4a4a Hann4yHbIx - Cash;

- BO3BpaT AeHEXHbIX cpeacTts - Refund;

- Bbl4a4a Ha/IMYHbIX C y4acTMem onepaTtopa - Manual Cash;

- n apyrue.

Tun onepaunm 3agaétcA npu  KoHpurypupoBaHum sgapa "Visa" (nyHkT 2.1
HacToALWero AOKYMeHTa). A 3a4aHna noanepXMBaemon onepaunm Ha Bknaake 'Entry
Point', B cekunm 'EP configuration' Heo6x0AMMO KNMKHYTb Ha cPOPMUPOBAHHON 3aNUCK B
none 'Transaction Type' 1 BbI6paTb M3 cNUCKa Heobxoaumyto onepaunto (PucyHok 2). na
Kaxgon Tpohkm 'Kernel ID - AID N - Transaction Type' Tpebyetca cBos
KOHOUTYPaALMOHHAA 3aNnCh.

Agpom "Visa" noppepmBaeTcA  aAMWHUCTPATMBHAA oONepaums  OTMEHDI
TPaH3aKuun. [Ona ucnosHeHMa 3TOM  KomaHabl aapom  "Visa" Heobxoguma
npeaBapuUTeNbHAs KOMaHAa Hayana TpaH3akumu. YT1obbl HayaTb TpaH3aKuMio,
Heobxoammo Ha BKnagKe 'Settings' nonto 'Polling Time' npucsonTtb 3HaueHme 20 [ceKyHA],
Ha)kaTb KHOMKYy Ha ¢opme 'Apply Settings'. Hanee TpebyetcA nepemTn Ha BKAAAKY
'"Transaction' n HaXaTb KHOMKY 'Start transaction', npnno)keHne NOWNET KOMAHAY pPUAepPY
n bypet B TeyeHue 20 ceKyHA, OXKnaaTb pesysbTaTa TpaH3akumMn. OTMEHUTb TPaH3aKLUMIO

9
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MO’KHO, HaXaB Ha KHomnKy 'Cancel' Ha To ke BKnagke 'Transaction', puaep oTBETUT Ha
KomaHay pe3synbtatom '-130' ("Cancelled by user") (pucyHok 4).

© L2 Test Environment v1.2.0, Social systems Ltd = =
About  Change Log

Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDU Log | CRL MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

Transaction Data

Start ransaction Execution 9C0 1005F02060000000012008F03060000000000005F 240 2064394032
["Loop mode Transactions counter: 0 = 305055F2103151004
Cancel Time between transactions [ms]: 3000 =
[ 3ump to APDU log after start Sales Data Other TLVS
Type PURCHASE (0x00) v []ZeroLength
Special T Mode Amount 000000001200 [[]Zero Length
Amount Other 000000000000 [[]zero Length
Start transaction
D Account type oo Zero Length
[CIno answer — Transaction result
["Balance Read Before Gen AC 0oo Zero Length
000000000000
O [TBalance Read After Gen AC Zero Length
Empty Amount Tag
["IMerchant Custom Data
00 Zero Length
[ Transaction Category Code Zero Length
[#] Transaction Currency Code 0543 []zero Length
DTransaction Currency Exponent 00 Zero Length
Issuer Response Date [ Time
Response: [ ]Use Reader's RTC
030 d Date: p5,05,2023 [ e
. - |
[Ino Response Time: |1g:10:04 = ¥l auto
[pata 05-05-2023 13:38:30.778: OK ~

05-05-2023 13:38:3L.37%: R ->T(19)
0 05-05-2023 1338:31.381: OK
SPACES | §5.05-2023 18:43:02.563%: T —> R (50)
05-05-2023 18:49:03.873: T >R (13)
——— 05-05-2077 18:43:04, 381 R —= T (1)
Clear log | | 05-05-2023 18:42:04.383: ERROR (-130): Cancelled by user.

w

PUCYHOK 4 - Pe3ynbTaT KOMaHAbl OTMEHbI TPaH3aKuUMK. B HUXKHen Yyactn dopmbl, B
KOHCO/MN.

2.3. NoaaepKKa paboTbl CO CNMCKOM OTKPbITbIX KAlouen ayTeHTuduKauuu
(CAPK)

Appo "Visa" noppepxmBaeTr paboTy €O  CNMUCKOM  OTKPbITbIX  KAtouyen
ayTeHTUOUKALMN: YTEHME M NOUCK KAKoYa NO UHAEKCY.

Ana coctaBneHna cnucka B npuioxeHun TEI npepycmoTpeHbl 3n1emeHTbl
ynpasneHua Ha Bknagke 'CAPK'. MNepea Havyanom pabotbl ¢ agpom "Visa" Heobxogmmo
nepeaatb puaepy cnmucok CAPK, gna aToro cnegyeTt NepenTy Ha yKa3aHHYK BKNAAKY B
npunoxeHnmn TEI HaxaTb KHonKy 'Add' u 3anonHutb nona: RID, Index, Modulus,
Exponent. Mpn HeobxoaMMOCTM NOBTOPUTL MO Koauyectsy Katouvein. ChopmmnpoBaHHbIN
Taknum obpasom cnucok CAPK Tpebyetcs nepeaaTtb puaepy, 3TO MOXKHO cAenaTb, HaXkaB
KHonKy 'Send' Ha BKknaake 'CAPK' (pucyHok 5).

10
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€& L2 Test Environment v1.2.0, Social systems Ltd = =
About  Change Log

Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDU Log | CRL MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

CAPK file:
RID Index Exponent Modulus
Add AD00000003 08 03 DSFDEED7SD51D0E306648D 157023EAA 1FFABT1E4DAG56 728863025568 1E 1374 51DE4F 72BCCOE44ACE 1 2127F87E26 3]
i Del AD00000003 03 03 90912248DE0A4E 39C 1ATDDEIFED2588992C 1A4095AFBD 18 24D 16A 74847 28C49 26D 2EFD90 4546 549 54CD 189A54C5C
Up
Down
RID: |AODDO0OD003
Load Index: |08

Modulus: | DoFDSED 7505 1DOE306648D 157023544 FFASTIEADAGS6 72886 3D 255E 1E 13745 1DE4F72BCCOE44ACE 121278 TE 263D 3AFSDDACF 35CA4A TR
01ES07000BAS50 24354C 2FCA 30748 25DDD4C0CEF 186CB0 20F683E0 2F 2DEAD 3969 133F06F 7545 166 ACEB57CAOFC 26034454698 11D 2936FEFB
AFAB5763183DD91E7368F850A 250 12F 1AE38F05AASCAD6003B 1DC2E 5686127859 38BEC9B3CD3A9 10C 1DAS5A5AS218ACENF7A 21287752682
F15832A673D6E 1IEDOB

Get From Reader

Save As

Exponent: |03

= SHAL: |20D213126955DE205ADC2FD28228022DE21CFAS Apply changes

Keys File Data

A0D0000000308018003DSFDEED75D 51D0E 30664BD 15702 3EAA IFFAB71E4DAG 56728856 3D 255E8 1E 137A5 1DE4F 72BCCIE44ACE 12127F37E 263D 3AFODDICF35CAG  »
ATB01E907000BA85D24954C 2FCA 307482500D4COCEF 186CE0 20F68 3E0 2F 2DEAD 3969 133F06F 7845 166 ACEB 5 7CADFC 26034454698 11D 293BFEFBAFABS 76318 3D
D91E796BFE50A250 12F 1AE 38F05AASC4DED03E 1DC 2E 5686 127859386BC9B3C03A910C IDASSASAS2 1IBACEOF7A2 12877526827 1583246 78D6E 1EDOSADN0000000
30901F3039D912248DE0A4E39C 1A7DDE 3F6D 258899 2C 1A4095AFBD 15240 15A74847F 26C49 26D 2EFD9046 48549 54CD 189A 54C 50 11796 54F8F3B0D 2AB5F0357EB
©42FEDA95D3912C6576945FABBI TE 706 2C AA44A4AADGBEFECESDBA 1BAFGAE 3738 30429EE9BED3427C 906469 5F ABCABBFES 758 53EA34AD 1D 75BFCAD 15908
CO77FFEGDC 552 1ECEF S0278A9GE 26F 57359FFAEDA 19434893 7F 1AD999DC5C41ER 11935644C 18 100E857F 43 1A4A SAGBE65114F 174C2D7B59FDF 237DEBB 100091

File size: 462/122534

06-05-2023 19:03:47.224: R —> T (702) A
Llbate e pe 2023 19103472251 OK
0O 06-05-2023 19:03:47.827: R —>T (19)
SPaces | 05052023 13:03:47.829: OK
06-05-2023 19:24:08.845: T —=R (13)
06-05-2023 19:24:10,741: R > T (2138)
Clear log 06-05-2023 19:24:10.74%: OK

PucyHokK 5 - ®opmmposaHme cnmcka CAPK
2.4. NoppeprKKa coobuweHnm B npouecce TpaHdakuum (Outcome)

Agpo "Visa" B nmonHom o06bEme noadeprkMBaeT BblAayy CTaHAAPTU30BAHHbIX
coobuweHnn Outcome. Kpome TOro, apxuTekTypa NpOrpamMmMHOro obecneyeHus
NO3BOJIAET BKAKOYATb M OTKAOYaTb Bblgadyy Outcome-coobLEeHUn €  NOMOLLbIO
aAMMHUCTPATUBHBIX HAcTpoeK. Ytobbl BKAOUMTL Outcome-coobuieHna Heobxoanmo
nepenTn Ha BKNaaky 'Settings' npunoxeHus TEl u otmeTnTb None 'Outcome messages' u
Ha)kaTb KHonKy 'Apply Settings' (pucyHOK 6). B npouecce TpaH3akuum oT puaepa byayt
npuxoanTb ¢opmanmsoBaHHble coobuweHns B Buae nocbliok PB3P oT puaepa, wux
MHTEepnpeTauma - OTBETCTBEHHOCTb TEPMWUHANIBHOM NPOrpammsbl - B 4aHHOM cnydae TEI.
[ns Havana TpaH3aKuum TpebyeTca nepeiTi Ha BKNAAKY 'Transaction' M HaXKaTb KHOMKY
'Start transaction', BHecTu KapTy Visa B none gencTsmna aHTeHHbI. [locne Toro, Kak puaep
BEPHET pe3ynbTaT, NnepenTn Ha BKNagKy 'APDU Log'. B KOHCOAM BbINOAHEHUA TPAH3aKLMMN
6yayT BMAHbI coobueHna agpa c pesynbTatom (pucyHok 7). CoaepMmoe KOHCONMU B
3aBMCUMOCTM OT pe3ynbTaTa byaeT cnegytoulee:

MSG - UI REQUEST DATA

Data: 15020000000000000000000000000000000000000000
Message: PRESENT CARD

Status: READY TO READ

Hold Time: 000000

Language Preference: 0000000000000000

Value Qualifier: NONE

11



Value:
Currency Code:

000000000000
0000

couuasnbHblie (/) CUCTeMbl

www.socialsystems.ru

MSG - UI REQUEST DATA
Data: 1E040000007275656E00000000000000000000000000
Message: CLEAR DISPLAY
Status: CARD READ SUCCESSFULLY
Hold Time: 000000
Language Preference: 7275656E00000000
Value Qualifier: NONE
Value: 000000000000
Currency Code: 0000
OUT - OUTCOME PARAMETR SET
Data: 30FOF800BOFOFFO0
Status: ONLINE REQUEST
Start: N/A
Online Resp Data: N/A
CVM: NO CVM
UI Reg. On Outcome: 1
UI Reg. On Restart: 0
Receipt: N/A
DR: 1
DD: 1
Alternate Interface: N/A
Field Off: N/A
Removal Timeout: 0
OUT - DISCRETIONARY DATA
Data: DF8115060000000000FF
Error Indication 0000000000FF
L1 error: OK
L2 error: OK
L3 error: OK
SWISW2: 0000
Message on error: N/A
OUT - DATA RECORD

Data:

9F390107DF17010857134817760259711616D22012011441390500001F5A0848177602597116165
F2002202F5F24032201315F2A0206435F34010182022000950500000000009A032305069C01009F020600
00000011009F03060000000000009F100706011103A020009F1A0206439F26082EF5BF84AF1655C19F270
1809F34033F00009F360206439F3704AF1A78759F6E04207000009F33030000409F21031934249F0607A0
0000000310109F660420004000

9F39 07

DF17 08

57 4817760259711616D22012011441390500001F
5A 4817760259711616
5F20 202F

5F24 220131

5F2A 0643

5F34 01

82 2000

95 0000000000

oA 230506

o9C 00

12



9F02
9F03
9F10
9F1Aa
9F26

couuasnbHblie (/) CUCTeMbl

000000001100
000000000000
06011103A02000

0643

2EF5BF84AF1655C1

&

L2 Test Environment v1.2.0, Social systems Ltd

About Change Log

Settings | Entry Paint | CAP Keys | Transaction | TLV Parser
Port Settings

COM3

Open

Close

Versions

PCD-ID: BCAM-01, v.1.00
Analog firmware: BCAM-D1_hw, v.0.
Digital firmware: BCAM-01_fw, v.1.01
Application Selection Mechanism: Epaint, v. 1,00
Visa Application Name: c3_kernel

Visa Application Version: 1,00

Visa Application Kernel Checksum: 0x8230ze43
Mastercard contactiess kemel: C2_2_10, v. 1.0
Mastercard contactless application: NjA
Operating system: N/A

Build/firmware: SocSys_BCAMO1_32mk, v.1.0.3
Test application: xch, v.1.00

Test configuration data sets: MCL V3, 1.4 TAL2-
Testing Env, v. 1,00

MIR contactiess kernel: cSmir, v. 10,1

MIR specification version: v.2.3.0

Operating system name: xch_st_machine
(Exchange State Machine)

Operating system version: 1.00

TEL: L2 Test Environment v. 1.2,0

Get Versions
05-05-2023 18:
Leate s o023 18
O 05-05-2023 13
SPaces | 5052023 19:13:54.97%

05-05-2023 19
05-05-2023 19

Bitmaps | DEK/DET | APDULog | CRL | MIR kernel | vcaS | Mifare 1k | FW Loader | L1DTE
Log Settings
[JapouLog

[Orrace

Get From Reader
Taglog

Apply Settings
Visa Kernel
[Jvetks

[Jvcas

Other
Polling Time [sec]: |20 [

Qutcome messages

Sounds
[] wait for the issuer answer

[]Removal Enabled

Special mode

Timeout [sec]: 2 3

Carrior ON

Carrior OFF

3.873:T >R (13)

4,381 R —> T (15)

4,383: ERROR. (-130): Cancelled by user.
T->R(13)

4.976: T >R (4)

5.581: R —>T(15)

05-05-2023 19:13:55.583: OK

PUCYHOK 6

- BKntoueHune Outcome-coobuieHui

() L2 Test Environment v1.2.0, Social systems Ltd = = -
About  ChangeLog
Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDULog |CRL | MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE
MG - UI REQUEST DATA ~
Data: 15020000000000000000000000000000000000000000
Start transaction Message: PRESENT CARD
Status: READY TO READ
Hold Time: 000000
o Language Preference: 0000000000000000
Value Qualifier: NONE
value: 000000000000
Currency Code: 0000
MSG - UI REQUEST DATA
Data: 1E040000007275656E00000000000000000000000000
Message: CLEAR DISPLAY
Status: CARD READ SUCCESSFULLY
Hold Time: 000000
Language Preference: 7275656E00000000
value Qualifier: NONE
Value: 000000000000
Currency Code: 0000
OUT - OUTCOME PARAMETR SET
Data: 30FOFS00BOFOFFOD
Status: ONLINE REQUEST
Start: NfA
Crline Resp Data: NjA
cM: NO CVM
UI Req. On Outcome: 1
UIReq. On Restart: 0
Receipt: NjA
DR: 1
DD: 1
Clear Alternate Interface: NjA
Field Off: NfA
Removal Timeout:
Save As
OUT - DISCRETIONARY DATA
Data: DF8115060000000000FF
[spaces Error Indication 0D00O0000OFF v
06-05-2023 19:34:25.430: OK s
Opeta e oz 3053 5.487:R > T (261)
Os 06-05-2023 5.491: OK
PACES | 05 05-2023 5.568: T —> R (13)
06-05-2023 5.569: T ~> R (2)
06-05-2023 .348: R ~> T (832)
Clear log 06-05-2023 19:34:26,351: ONLINE REQUEST
A

www.socialsystems.ru

PucyHok 7 - BbiBog, Outcome-coobuieHunit B npunoxkeHunun TEl B npouecce TpaH3aKuum.
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2.5. Noppepxka npenpoueccuHra (Preliminary Transaction Processing - Pre-
Processing)

Appo "Visa" pnAa  MMHUMM3aAuMM  BpemeHu paboTbl €  KapTon npoBoAuT
NPenpoLLeCCUHI B Hayane TPaH3aKuMM 40 BKAKOYEHUA NOAA aHTEHHbI puaepa. B pamkax
NpenpoLeccuHra AApPO OCYWEeCTBAAET YMNpPaB/ieHUE PUCKAMM HA OCHOBE MOJyYEHHOWM
CYMMbl OMepauuu W Hactpoek sagpa. Ecau, Hanpumep, npesbicuTb Aumnt ‘Reader
Contactless Transaction Limit (RCTL)’ = 300, yka3aB cymmy TpaH3aKuuu, pasHoi 301, To
pngep BepHET owunbkry ‘-127° (“Contactless VISA transactions are not allowed”
H6eCKOHTaKTHble TpaH3aKumu Visa He paspelleHbl), MpY 3TOM pUAEpP OAXKe He BKAYUT
none aHTeHHbI (PUCYHOK 8).

© L2 Test Environment v1.2.0, Social systems Ltd = ©
About Change Log
Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDULog |CRL | MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

OUT - QUTCOME PARAMETR SET

Data: 40FOFOF090FOFFO0
Start transaction Status: END APPLICATION

Start: MfA

Online Resp Data: MfA

cvm: A

UI Reg. On Qutcome: 1

UI Req. On Restart: 0

Receipt: MfA

DR.: 0

DD 1

Alternate Interface: MfA

Field Off: MNfA

Removal Tmeout: 0

OUT - DISCRETIONARY DATA

Data: DF211506000A0000001C
Error Indication 000AQ000001C

L1errar: oK

L2 error: EMPTY CANDIDATE LIST
L3 error: oK

SWisw2: 0000

Message on error: ERROR - OTHER CARD

OUT - UL REQUEST DATA

Data: 1C000000000000000000000000000000000000000000
Message: ERROR - OTHER CARD
Status: NOT READY
Hold Time: 000000
Language Preference: 0000000000000000
Value Qualifier: NONE
Clear Value: 000000000000
Currency Code: 0000
Save As
[[Ispaces
[pata 06-05-2023 19:52:19.442: R —>T (297) -

06-05-2023 19:52:19.445: ERROR (-56): SW is not 0x9000
l:l 06-05-2023 19:55:16.372: T > R (50}
Spaces | 95052023 19:55:16.390: R —> T (71)
06-05-2023 19:55:16.391: OK|
06-05-2023 19:55:16.870: R —> T (15)
Clear log 06-05-2023 19:55:16.873: ERROR (-127): Contacless VISA transactions are not allowed,

]

PucyHoK 8 — Pe3ynbTat paboTbl npenpoueccuHra Visa, B HUXKHeM Yactu ¢opmbl, B
KOHCO/N, MOXKHO BMAEeTb olwmnbky “ Contactless VISA transactions are not allowed ”.

2.6. NoppepiKKa pexxumoB paboTtbl Agpa

B 3aBucumoctn oT Tuna TepmuHana sgpo "Visa" nogpepxumBaet paboty B
cnenyowmx perxrnmmax:

- TONbKO OHNaMH (online-only);

- TonbKo opdnaiiH (offline-only);

- opdnaiH c BO3MOKHOCTbIO oHalH (offline with online capability).

14
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Pexxmum paboTbl perynmpyetca HacTporkamu agpa "Visa", B yactHoctn "Terminal
type". 3HaueHue "Terminal type" BbicTaBnAaetrca Ha ¢opme HacTpoek Visa - dpopma
'PayWave Entry Point' (pucyHok 3).

2.7. Pabota c oTo3BaHHbIMU cepTudukatamm (CRL)

Aapo "Visa" noagaepxmBaeT paboTy CO CNMCKOM OTO3BaHHbIX CEPTUDUKATOB.

CnnCcoK O0TO3BaHHbIX CEPTUPMKATOB 3arpyKaetTca B puaep Hapaay ¢ HaCTPOMKamu
agpa. Co3gaTb M 3arpysntb B puaep CNMCOK 0To3BaHHbIX cepTudmkatos (CRL) MoXKHO B
npunoxkeHmn TEI Ha BKnaake 'CRL' (pucyHoK 9). OTnpaBuTb CNUCOK B PUAEP MOXKHO,
HaaB KHonKy 'Send'.

© L2 Test Environment v1.2.0, Social systems Ltd = =
About Changelog

Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Gitmaps | DEK/DET | APDU Log | CRL MIR Kernel | WCAS | Mifare 1k | FW Loader | L1DTE
CRL file: | D:Wwork\EMVCo'L2_operator_app\Data\CRL\CRL_MC
RID Index Certificate Serial Number

Add A0000DO003 F3 100001

Del | | ADDODDOOD3 F7 100000
Up

Down

Load
Get From Reader
Save As

Send CRL file data

AD00000003F8 10000 1A000000003F 71000008FCE SOBAECEBEFEADE 7A 2869EB0D 566D 26 3DB07F 3
RID: |ADDOO0000O3

Index: |F7

Serial Number: | 100000

File size: 38/5372

[oata | 05052023 19:52:19.442: R —> T (207) ~
06-05-2023 18:52:13.445: ERROR (-56: SW is not 0x9000
:16.372: T~ R (50)

[spaces | 5052023 19:5 380: R —» T (71)
06-05-2023 19:55:16.391: OK
7 | 06-05-2023 19:55:16.870: R > T (15)
§ | D6-05-2023 19:55:16.873: ERROR (-127): Contadless VISA transactions are not allowed.

W

PUcyHOK 9 - dopmmnpoBaHmMe 1 OTNPaBKa pUAEPY CNUCKA OTO3BAHHbIX CEPTUDUKATOB.
2.8. Pexxum pabotbl ¢ MHPpACTpyKTypou unna Kaptbl (EMV Mode)

Appo "Visa" B nonHoMm 06bEme noaaeprknuBaeT paboty B pexxume EMV c Bbigauen
MWHUManbHoro Tpebyemoro o06bEMa [AaHHbLIX TPaH3aKUMKM, KpomMe TOro, A4pOo
npeaocTaBaseT BO3MOMXKHOCTb BblgauM Bcero o6bEéma AaHHbIX (BCex Teros, MOayYeHHbIX
BO BpemMA TpaH3aKumm).

Puaep B KOHLUE TpaH3aKUMW NPUCbINAEeT pe3ynbTaT M AaHHble TPaH3aKumu. B
npunoxkenmn TEI Tern TpaH3akuum nomelatoTcsa B none 'Transaction result' Ha BKnagke
"Transaction' (pucyHok 10). B HUKHEM YacTN OKHa NPUNOXKEHUA - B KOHCONU - BbIBOAUTCA
15
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pe3ynbTtaT: ERROR B cnydae owmnbku, Online Request B cnyyae, Koraa Heobxoanm oTeeT
amuTeHTa, Approved B cnyyae, Korga TpaH3akuma ogobpena B offline, u Decline B chyyae
OTK/IOHEHMS TpaH3aKuMn. [aHHble TpaH3aKuMu npeactaBnatoT cobon Habop Teros,
3anMcaHHbix B ¢opmaTte BER-TLV, npocmoTpeTb KOTOpble MOXKHO ABarKAbl LLENKHYB
MbIWKOM Ha none 'Transaction result', B 3Tom cnydyae nNpuaoXKeHWe NepekNtounTcs Ha
BKnagKky 'TLV Parser' (pucyHok 11).

© L2 Test Environment v1.2.0, Social systems Ltd
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About  Changelog

Settings | Entry Point | CAP Keys | Transaction | TLV Parser | Bitmaps | DEK/DET | APDU Log | CRL

MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

Transaction Data

Start transaction Execution 9C01005F02060000000002009F03060000000000005F 240206439A032
[ Loop mode Transactions counter: |0 = 305069F2103200933
Cancel Time between transactions [ms]: 3000 =
Jump to APDU log after start Sales Data Other TLVs
Type PURCHASE (0x00) v | []Zero Length
Special T Mode [#] Amount. 000000000200 []zero Length

Amount Other | 000000000000

[[]zero Length

Start transaction
D Account type Zero Length
(e Answer . Transaction result
[Balance Read Before Gen AC ZeroLength [ op 140206430F 1804000000D0SF 3704AA086 54 19F6604200040008407 &
000000000000 B AQ0000000310105004564953415F 2D047275656E9F 380CIF66049F020
[Balance Read After Gen AC Zero Length | GoF37045F 240 29F SA0SE0064306439F 0607A000000003 10 109C0 100SF
[Jempty Amount Tag 02050000000002005F0306000000000000 5F 240 206439A03230506350
[IMerchant Custom Data 5000000000082022000540C 10020300 18010100100404005713481776
sero Loty || 025871161602201201144138050000 1F 5F2002202F9F 1007060111034
- 9% | 020009F6C0230005F 26086CEED 1ASCEF 5B 1D79F 270 1803F 360206453
[ ransaction Category Code rero Lengt | | 08 1B01CIEBFS61E907DEAS3BOCAEBDOG933FF 4185C 32870CE3076A21

Transaction Currency Code 0643

[ Transaction Currency Exponent 00

[[]zero Length

Zero Length

B0222AEC04237C4ADF 3A 148630003 2E5C 1ABASFE39789192DEES258
38679F736DAEF 26410655C7A7A 18ABBABI56CDE46B0 585 28E 20CA 19
245833043578 3DB3A6BFESS 2ADD9BBEE0BD533C64EFDAFBEE28526C0
FDFESEF 1CDBA9E31932ACE4CBC2CH61C7C 7847 180 19DFDE6EBE 3669
2CFBD350089BC553817242C 1AFSD9863AD3587C02743E4800D52275
0D20C725013586B0218FC 16669F 32010392244268 7F4B0 2577416860 1
2164883647 2CAZ84E9FC7AADSE 18 1C84BCEB 7 1EAS3C 550 76B3E99F47

Issuer Respanse Date / Time 01035F 240322013 1540348 177602597116 165F 280206435 340 1019F 4
) [ use Reader's RTC 68 1B04189988CEAS 17C564EC FBOFACBTCOCOAL 18E36DED5C30BFC
Respanse; 58 Readers 2BD046CE0900 104 101D7792D810E 3D 1C 398BE008 IDAE I47EEQIE 1212
3030 v Date: Refresh 3027008174585 15 1B3EDE3 76 324084358 74E9F S906EBAC 3CECFE D3
3= (06,05, 2023 B- 7971F 24065 1 13F 7BE 130788 1CF4 1639FBFOBED 9B5E 19F 466 3BFDF 1
Time: - auto CF3FABGIBCBEBEG4A 2443840 459E 7AE 176E 10 FESBECAZED 1070 1961
[INe Respanse me: 130:09:33 3 CEE474477523077CCETER42270 34A55F 4DADC A4S EBDFDF44F 3F4E23
v
06-05-2023 20:09:23.52%: OK
Lloata | o0 e 2023 20:08:23,585: R > T (261)
[spaces : :

Clear log

06-05-2023 20: .649:
06-05-2023 20:09:24.446: R —» T (832)
06-05-2023 20:09:24,450; OMLINE REQUEST

PucyHok 10 - Pe3ynbTat npoBeaeHus TpaHsakumm (Online Request)
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About | Changelog

Settings | Entry Point | CAP Keys | Transaction = TLV Parser | Bitmaps | DEK/DET | APDU Log | CRL

L2 Test Environment v1.2.0, Social systems Ltd

coumanbHble ((/cucTemsl
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- o N

MIR Kernel | VCAS | Mifare 1k | FW Loader | L1DTE

115F21032009229F 34033F00005F 390 107DF 170108 5F 2503190 1015E 100000000000000000410302031E031F029F0D05EE50ACEB00SFOED 50010000000SFOF0SB3E8ECI800 Parse
TAG Data Base
- ag Length Tag Name Data Object
(_JMASTERCARD .
n 9F1A P2 Terminal Country Code 0643
(@) VISA 1
9F1B 4 Terminal Floor Limit 00000000
OmMR
- SF37 4 Unpredictable Number (binary format) AADBESAL
Search by Tag SFE6 4 Terminal Transaction Qualifiers (TTQ) 20004000
84 7 Dedicated File {DF) Name ADD00000031010
50 4 Application Label 56495341
Next
S5F2D 4 Language Preference 7275656E
9F38 12 PDOL. Processing Options Data Object List 9F66049F02069F 37045F 2402
Search by Tag Mame
SF5A 5 Application Program Identifier (Program ID) 6006430643
SF06 7 Application Identifier (AID) ADD00000031010
Next aC 1 Transaction Type 00
9F02 [ Amount, Authorised (Numeric) 000000000200
9F03 & Amount, Other (Numeric) 000000000000
SF2A 2 Transaction Currency Code 0643
9A 3 Transaction Date 230506
a5 5 TVR. Terminal Verification Results 0000000000
0643

[] spaces

06-05-2023 20:09:23.529: OK
LIbata | g s 2023 2009125585 R ~»T(261)
O 05-05-2023 20:09:23.588: OK

Spaces | g5.05-2023 20:08:23.648: T —> R (13)

06-05-2023 20:09:23.649: T >R (2)

06-05-2023 20:09:24,446: R —> T (892)
Clear log 06-05-2023 20:09:24,450: ONLINE REQUEST

PucyHok 11 - PaclwumdpoBKa TEroB TpaH3aKLUN.

2.9. AyteHTUPUKaALMA NNATEKHOIO NPUNOKEHUA

Appo "Visa" nopaepKmnBaeT egUHCTBEHHbIN MeTOA ayTeHTUPUKALUM NNATEKHOIO
npunoxkenusa: fDDA - Fast Dynamic Data Authentication - 6bICTpbI AMHAMUYECKUIA MEeTOA,
ayTeHTUdMKaumu. Mo TpebosaHmam MC "Visa" gpyrme metoapbl, Takue Kak SDA n DDA, He

noagepxmnBatoTcA.

Ona ayteHTndmnKauum Heobxoamm nuct CAPK, paboTa c KOTOpbIM pPacCMOTPEHA B
NYHKTEe 2.3 HacToALWEro 4OKyMeHTa.
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